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ABSTRACT Online service providers are aggressively evolving the digital systems around us into surveil-
lance platforms. From voice assistants that listen to every conversation, to apps that share sensitive location
information, privacy experts have raised concerns about how such data is being abused. This comes at a
time when advertisement campaigns can target users through social media platforms according to political
party affiliations, reproductive health, and even religious beliefs. Such behavior raises concerns about how
service providers leverage privacy policies to legitimately appropriate private data. In this work, we examine
the user attitudes and perceptions towards privacy policies. We analyze user perceptions based on data
collected from 655 participants.We use this information to identify different motivators and blockers that can
influence the user’s willingness towards reading privacy policies. We also examine the impact of previous
user experiences such as cyber-attacks, as well as, online data sharing practices on reading such policies.
Furthermore, we evaluate the ability of users to comprehend the content presented in privacy policies and
the impact technical jargon has on the readability of such documents. Our study reveals that although less than
19% of our participants reported having some difficulty in understanding privacy policies, our study shows
that more than half of the participants did not understand the content. Finally, we evaluate the implication
of using different interfaces for conveying privacy policy content. We use this information to extract various
pain points that could be used to assist researchers in improving the usability of privacy policies.

INDEX TERMS Privacy, privacy policy, data privacy, social media, terms of service, usability.

I. INTRODUCTION
The unprecedented growth of available data has transformed
the way we approach everyday computing. The mobility of
today’s devices, fused with advances in cloud computing,
continue to drive new synergies in the way online services
are delivered to consumers, resulting in vast amounts of
generated data [1]. This trend is exacerbated by the advent of
the Internet of Things that is collecting staggering amounts
of granular data on users that companies are increasingly
harnessing for commercial purposes. Such commercial use,
however, has been fraught with concern, prompting privacy
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advocates to sound the alarm on the risks associated with
such practice. Unfortunately, despite a multitude of lawsuits
and multi-million dollar settlements carried out against such
companies [2]–[4], online services show no signs of abating,
becoming increasingly invasive in the way they collect and
exploit personal data.

In today’s interconnected world, service providers are
aggressively evolving digital systems around us into surveil-
lance platforms. From voice assistants that listen to every
conversation [5], to apps that share sensitive location infor-
mation as their users roam around town [6]–[8], privacy
experts have raised concerns about how such data is being
abused. This comes at a time when advertisement campaigns
can target users through social media platforms according to
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political party affiliations, reproductive health, and even reli-
gious beliefs [6], [9], [10]. Such behavior raises an important
question, ‘‘What entitles service providers to handle per-
sonal data in this fashion?’’ One way this question is being
addressed is through privacy policies.

Privacy policies represent a legal contract between users
and service providers. However, who actually reads such
policies before simply clicking ‘‘I Agree?’’ There is a general
reluctance to actually reading such policies, even though
they contain pertinent information related to people’s privacy
and what parts of their personal data can be shared. Users
often don’t understand the risks associated with accepting
privacy policies, resulting in privacy loss. This is exacer-
bated by the evasive and vague language service providers
purposely use while drafting their policies. In addition to
privacy policies becoming more complex, they have become
significantly longer. For instance, Google’s privacy policy
evolved from 600 words back when it was a mere search
engine to a whopping 4,000 word policy in order to reflect
the practices the company engages in today [11].

Prior work examined privacy concerns of the general pub-
lic with regards to their online activities. For example, a study
conducted by the Pew Research Center determined that 50%
of their participants were concerned about the amount of data
collected by websites [12]. The study also found that 59%
of their participants believed that it was possible to remain
anonymous on the internet. They also found that participants
were more proactive in taking steps to conceal their digi-
tal footprint from advertisers compared to the government
knowing about their habits. In this work, we present a study
on user attitudes and perceptions towards privacy policies.
We analyze the reading behavior, frequency, and the user’s
susceptibility to change, in addition to categorizing what
motivates the user’s reading behavior. Furthermore, we divide
the participants of this study into categories based on charac-
teristics that lead to a change in behavior. We also evaluate
their understanding of the content presented in privacy poli-
cies and their awareness of the actions they require. To this
end, our study explores the following research questions:

Research Question 1: Who reads the privacy policy and
what is the user’s general behavior towards such contracts?
In this question, we seek to understand the users’ point of
view on reading privacy policies, identify the characteristics
of such users, understand how often they read such policies,
and comprehend their general behavior towards keeping up
with changes made to the terms of service.

Research Question 2: What motivates users to read pri-
vacy policies and what prevents them from doing so? In this
question, we look into the reasons that motivate, prevent, and
discourage users from reading privacy policies. We further
analyze these reasons by grouping them into three categories,
including: service, privacy policy, and user characteristics.
In addition, we identify the main factors behind each category
and how they impact consumers.

Research Question 3: Do users understand the conse-
quences of agreeing to the terms and services present in the

privacy policy? We also explore the impact of these terms
on users continuing to use the service once they understand
the impact and if this would lead to any change in behavior
for better privacy practices? In this question, we analyze the
overall user awareness about data collection practices and the
various concerns it raises for the sampled users. Furthermore,
we evaluate the percentage of users who take actions after
reading the privacy policy, including changing default per-
missions and using opt-outs. We then correlate these actions
to the level of concerns users report. Finally, we assess the
willingness of participants to use custom services instead,
in order to improve their privacy.

Overall, our study shows that 77% of our participants
reported having some experience in reading privacy policies
with the vast majority of the participants (72.4%) indicating
that concerns about the service provider is the main rea-
son behind users attempting to read such policies. We also
determined that only a small fraction of our participants
(12%) felt that it was unnecessary to have privacy policies
in the first place. Many users expressed a general distrust
in the way their data was handled, citing a lack of trans-
parency by companies in the way they fulfill their contractual
obligations when it comes to preserving private data and
how most tend to demonstrate evasive behavior during this
process. For instance, we found that participants shared the
following views in response to some of the shady practices
service providers engaged in: ‘‘There’s shady business going
on behind the scenes. The Data industry is now the MOST
VALUABLE industry in America.’’ Another participant said
about service providers that, ‘‘They aren’t trustworthy, and
you can’t sue if they misuse your info anyway, because they
all make us agree to ‘‘binding arbitration’’.’’ Others even
suggested that service providers are under the impression
that it is more economical for them to violate the terms and
conditions of their contracts in return for continued collection
and misuse of user data, ‘‘They state they will delete data or
that you can opt out of things but you really can’t. It’s cheaper
for them to violate their own ToS and pay a fine than to give up
the data they claim not to collect.’’ These statements strongly
underscore how users feel about service providers and the
dilemma of absconding by the privacy policies they draft.

Furthermore, our data shows that over 75% of our users
felt negatively about the way privacy policies were designed
and the content they embodied. To this end, users cited
the aforementioned concerns as a serious source of apathy
towards reading privacy policies. For instance, when asked
about the ability to opt-out from data collection practices,
our participants overwhelmingly felt that service providers
tended to employ evasive dark patterns that are designed to
inhibit users from opting out of their services. For example,
multiple participants indicated that there was really no way
to opt-out of a service, ‘‘We live in an age where privacy
is gone. We can pretend we have control with opt-outs but
we really don’t.’’ Similarly, another participant stated the
following about opt-out options, ‘‘Anywhere. . . or nowhere.
They are just for show, to make people feel like they have
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control over their data.’’ The participants also felt that these
services provided their users with little control over their data,
irrespective of the claims made within the presented privacy
policies. ‘‘I believe that privacy is an illusion. You can blame
my Political Science (BA) and Public Administration (MPA)
background.’’ However, despite these views, in many cases,
participants identified that loss of privacy was not enough of
a deterrent for giving up the services they were accustomed
to, ‘‘Doesn’t matter, I am not prepared to give up whatever
services are involved so I just ignore the possible negatives
like loss of privacy, etc.’’

In addition to the aforementioned findings, our study
shows that comprehension presented a major handicap in
reading privacy policies. We found that although a mere
18.4% of our participants reported having some difficulty
in understanding the privacy policy of popular websites, our
study shows that 55% did not understand the actual content.
For instance, while we found users to have an understanding
of the impact of collecting information that directly links
consumers to their identities, such as name, password, and
IP address information, we found that users had little insight
into the consequences of collecting geographical information
such as location and signals and how this information could
be abused. Finally, we find that although many users are not
willing to give up the services they use in their entirety, 80%
of them expressed willingness to consider non-customized
services that don’t rely on private data and present users with
limited features in return for having some privacy.

Overall, this paper makes the following contributions:
• We conduct a large scale survey consisting of 655 partic-
ipants to evaluate user attitudes and perceptions towards
contemporary privacy policies and provide researchers
with insights into how past experiences can influence the
behavior of users towards such policies.

• We evaluate various factors that serve as motivators and
blockers for reading privacy policies and cluster the
reasons into different categories based on these factors.

• We present participants with various privacy poli-
cies from popular websites and capture their reactions
towards the sensitive data they collect.We also assess the
participants’ comprehension levels of privacy policies
and the impact technical jargon has on the readability
of such policies.

• We characterize the implication of using different inter-
faces for conveying privacy policy content and out-opt
information. We use this information to extract various
pain points that could be used to assist researchers in
improving the usability of privacy policies.

II. RELATED WORK
A large body of work has explored different concerns related
to privacy and data sharing practices when using online ser-
vices. In this section, we discuss prior work that is closely
related to our study, such as challenges associated with the
readability of privacy policies and user perceptions on sharing
data.

A. COMPREHENSION OF PRIVACY POLICIES
Prior work [12]–[19] has shown that online consumers often
face considerable challenges in understanding the terms and
conditions they agree to when signing up for a service. Dif-
ferent studies reported that the main inhibitor to the user’s
comprehension, after analyzing several policies in the wild,
stems from the type of language employed in privacy policies.
Studies found privacy policies to often be riddled with legal
and technical jargon that makes them inaccessible to the aver-
age user. For instance, Luger et al. [19], conducted a study
that focused on the readability of the terms of conditions
of websites. More specifically, they examined the readabil-
ity of the terms and conditions documents associated with
webpages that belong to different energy companies within
the U.K. They determined while using a readability formula
known as SMOG [20], that a number of policies required
comprehension levels that were well beyond the abilities of
the average adult in the U.K. These findings raise concerns
about the fact that a significant portion of the society tend
to unknowingly consent to terms and conditions of websites
they don’t understand. To address these concerns, Luger et al.
proposed the use of a browser plugin designed to assist with
obfuscated language embedded in the terms and conditions
documents once they are displayed to the user.

Other work by Jensen et al. [21] focused on examining
the readability of several privacy policies using a different
metric that is known as the Flesch Reading Ease Score
(FRES) [22]. The authors of this study determined that
over half of the privacy policies they selected in their
study were inaccessible to more than 56% of the internet
population due to the complexity of such policies. Sim-
ilar findings were reported in another study that focused
on policies related to the financial sector [16]. Other work by
Graber et al. [17] focused on privacy policies related to
health websites. They concluded that policies of the afore-
mentioned websites required an average of two years of
college in order for them to be understood, suggesting that
the privacy policies used by health organizations are consid-
ered difficult to comprehend by most users. Other work by
Proctor et al. [23] conducted a similar study on the read-
ability of a diverse set of existing privacy policies and deter-
mined that a mean grade level of at least 13 years was
required to understand the average online policy. Work by
Pollach et al. [18] determined that many companies use
modal verbs in order to make their policies vague. The study
also suggests that privacy policies are written with litiga-
tion in mind instead of fair handling of user data. Other
work [24] focused on analyzing various privacy policies
related to social network websites. The authors also con-
cluded that service providers often use difficult legal jargon
that effectively renders the presented policies inaccessible
to the average user. They also suggest that the readability
of such policies is aggravated by the lack of consistency in
terms that are employed across different websites.While their
study entailed reviewing privacy policies of different social
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networking websites and the type of data they collect, they
did not survey any users on their perspective. Although many
of these studies made an attempt to gain insight into how
well privacy policies were understood by consumers, such
studies did not consider the perspective of real users, but
instead relied on various formulae such as SMOG as a way
of assessing readability. Since readability is a much broader
issue, our study relies on real participants reading various
privacy policies and reporting on their perspectives.

B. USER PERCEPTIONS ON DATA SHARING
Multiple bodies of work [24]–[32] examined user perceptions
on data sharing practices. For example, Fiesler et al. [26]
examined public reactions in the wild in response to data
sharing controversies and how news outlets shaped the
attitude of users on privacy violations. Other work by
Felt et al. [27] examined the behavior of mobile consumers
and how permission requests influence users in forgoing
the installation of such apps. On the other hand, work by
Shklovski [28] investigated the attitudes of users towards
apps accessing personal data, such as photos on their smart-
phones and how this affected their decision toward installing
mobile apps. The study concluded that in general, users
aren’t necessarily careless about privacy, but rather they
feel a sense of helplessness and would rather just ben-
efit from using the service irrespective of what data is
collected.

Work by Carrascal et al. [32] concluded that privacy con-
cerns would be quiesced if service providers were open and
direct about their data collection and usage instead of using
evasive language. They determined that being more direct
with users about how their data would be monetized, as sug-
gested by Xu et al. [33] would reduce the perception of
privacy violations. Other work by Ermakova et al. [34] inves-
tigated the impact of privacy policies on consumer trust. They
found that a strong correlation exists between privacy policy,
comprehension, and how users entrusted their information
to be shared with online service providers. They concluded
that the better the user understood the presented policies,
the stronger the trust they had in the website handling their
data. Finally, work by Leon et al. [31], focused on ‘‘online
behavioral advertising’’ on websites. More specifically, they
explored the willingness of users sharing data as a function
of the data retention period and the ability of users to control
the collected data and be able to delete it after expiration
of the retention period. Unfortunately, they found that most
services take an all-or-nothing approach on data collection
which made users reluctant about sharing their information.
Our study builds on many of these findings with more focus
on how negative experiences, such as malware infections and
identity theft impact users in sharing their personal infor-
mation, as well as, how this affects their pro-activeness in
considering other services.

Privacy policies are used to inform the user about how
their data will be collected and consumed after using a given
service. A study by Habib et al. [35] showed that more

than 90% of the tested websites offered opt-out options from
email communication and targeted advertisement. Further-
more, 75% of the examined websites offered data deletion
options. Unfortunately, the study also found that 80% of
these websites omitted important details about how to opt-out
of their services. A common theme amongst many privacy
policies is ambiguity. The same study in [35] found that poli-
cies employed different formats and wordings for expressing
similar information as a way of confusing consumers. For
instance, Fabian et al. [36] conducted a large scale study of
examining the readability of 50,000 website privacy policies.
The authors found the average privacy policy length to have
1,700 words and required some college education to compre-
hend the studied policies. A general remedy to this problem
lies in using privacy policy agreements to enforce consumer
protection and control service provider misuse. For instance,
the EU’s General Data Protection Regulation (GDPR) set
some standards for privacy policies in Europe and enforced
privacy regulations and transparency in order to protect con-
sumer data. Linden et al. [37] found that GDPR generally
motivated enhancement in the privacy policy’s appearance
and presentation of EU based websites. However, a downside
to this approach is that it caused a considerable increase in
length without structural improvement.

C. PRIVACY POLICY INTERFACES
Many researchers explored the enhancement of privacy
policy interfaces in order to enhance comprehension and
clearly communicate to consumers the available privacy
controls [23], [25], [34], [38]–[40]. Tabassum et al. [25]
explored the use of comic-based interfaces and their impact
on users in terms of attention and comprehension of the
terms of service agreement presented in privacy policies.
The authors determined that comic-based policies held user
attention longer compared to text-based alternatives, and the
consumers’ comprehension level of the content improved.
In addition, several other interfaces have been investigated for
presenting privacy policies. For example, Lipford et al. [41]
conducted a study that compared the tradeoffs between using
the Audience View and Expandable Grids policy represen-
tations and how such interfaces translated to users changing
their social network settings after going through the policies.
In addition, this study suggested that combining these two
interfaces presented users with better readability prompting
many users to change the privacy and security settings of
their accounts. Other work by Schaub et al. [42] explored the
impact of a multi-dimensional design space including timing,
channel, modularity and control, and the effects they have on
easing the design of privacy notices and their integration into
a system with minimal disruption to the system’s interaction
flow. Our study builds up on these interfaces, including other
designs. We collect their feedback and discuss recommen-
dations on how to improve privacy policy interfaces across
mobile devices and standard webpages tailored for the typical
computer system.
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D. THE PARADOX: PERCEPTION VS. BEHAVIOR
A variety of research work explored the privacy concerns
of online users and the possibility of misusing it. An early
study [43] discussed the concept of the ‘‘Privacy Paradox,’’
which points to the reckless privacy behavior in spite of the
existence of privacy awareness. This behavior may be a result
of various theories such as social interactions, psychologi-
cal impact, and economics [44]. Many studies explored the
evaluation of online user data sharing behavior on social
media in addition to their concerns towards privacy. For
example, a study [45] on college students showed that many
leverage their account profile settings to protect themselves
against possible privacy violations. However, many online
users, such as users with active Facebook accounts, tended
to share more sensitive data without any awareness of how
their information was viewable by unintended audiences and
how existing tools could be leveraged to limit access to such
data [46], [47]. Other studies discussed how users manage
their privacy concerns by limiting access to their data [48],
or by stopping the use of such platforms [49], [50]. For
instance, [51], [52] examined the understanding of the risks
associated with data sharing practices and found that partici-
pants do indeed understand the risks associated with making
their data public. However, the study also concluded that
users often felt a lack of control over their shared data due
to the ambiguity of what was being collected and by whom.

Other work focused on consumers reading privacy policies
in response to notices sent by service providers. A study by
Milne et al. [53] investigated why online consumers read
privacy notices across a variety of situations. The authors
found that the reading of such notices is typically related to
concern for privacy, positive perceptions about notice com-
prehension, and higher levels of trust in the notice. In addi-
tion, the authors determined that consumers generally felt
that reading privacy notices represented the only element in
an overall strategy consumers use to manage the risks of
disclosing personal information to online service providers.
Other work by Groom [54] assessed the reading behavior
of online consumers. The study determined that none of the
participants clicked on the policy link during engagement
with a fictitious search engine. Similarly, Obar et al. [55]
conducted a study on people ignoring privacy policies and
terms of agreement. The authors determined that 35% of their
participants acknowledged not reading the privacy policies
for any of the services during the sign up process.

III. METHODOLOGY
In this section, we outline our approach for creating the
survey and collecting the data. Furthermore, we describe the
analysis approach we use in this study.

A. PILOT STUDY
We created a preliminary survey to explore user perceptions
of our research questions and to ensure quality survey ques-
tions. We recruited 36 local participants from our university

to complete the initial survey prior to launching the full study.
The age group of the participants ranged between 18 and 44.
The gender breakdown of this group was 44.4% male
and the remaining 55.6% were female. We analyzed the data
obtained from this initial group of participants and used this
information to refine our survey questions in preparation for
the final study. None of the data collected during the pilot
phase was incorporated in the analysis of the final study.

B. DATA COLLECTION
The survey was approved by our Institutional Review
Board (IRB) before it was published on the AmazonMechan-
ical Turk platform for recruiting participants. All the par-
ticipants resided in the United States and were 18 years
old or older. Participants were also required to have a HIT
approval rate of over 95% and more than 1000 completed
assignments in order to participate in the survey. Mechanical
Turk was selected for the ease of recruiting demographically
diverse workers [56], [57], where the bias of these samples
are well studied by [58]–[61]. Respondents had the option
to withdraw at any point from the survey without providing
any reason. The survey took approximately 25 minutes to
complete. Each participant was awarded $4 for completing
the survey with payments carried out directly through the
Amazon Mechanical Turk system. To ensure high quality
responses, we included two attention check questions and
only discussed the results of the participants who passed the
attention checks.

We developed a systematic approach for answering our
research questions. We gathered information about the edu-
cation level of the different participants, security knowledge,
amount of data shared using online platforms, and time spent
online. We then examined the data for possible relationships
across the aforementioned four factors to determine if any
correlation existed between knowledge in security, online
habits, and users reading privacy policies. Most importantly,
we utilized this information to answer the fundamental ques-
tion of ‘‘What motivates users to read or disregard privacy
policies?’’ Below is a high level overview of the questions
we used for collecting our data.

C. THE SURVEY
Our survey addresses five main areas: (1) demographics
and information about general online practices (2) security
and privacy concerns (3) behavior towards privacy policy
(4) reaction towards provided policy specifications. (5) and
reflection about the survey. Below is a high-level overview of
the questions we used for collecting our data.

Time Spent and Information Shared Online: We asked
participants questions about their online habits including the
average time they spend online, and the type and quantity of
data they voluntarily share with online platforms. We allo-
cated points to the different options under each question in
order to compute a score that was used to rank the respondents
and classify them into categories according to their responses.
We divided participants into three categories using this point
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system: users who spend 0 – 4 hours online and share a small
amount of information, users who spend 5 – 8 hours online
and share a medium amount of information, and users who
spend more than 8 hours online and share a large amount of
information. This allowed us to examine if the amount of data
shared had any bearing on users reading privacy policies. The
point system we used can be found in Appendix C.

Understanding of Security:We asked participants a series
of questions that allowed us to assess their security acumen.
This entailed asking them a range of questions including their
experience with encryption and the kinds of passwords that
they prefer to use. We also asked respondents about their con-
cerns about privacy. For example, we asked them questions
about their privacy settings for their social media accounts
and if they have ever changed any of the default settings.
Similarly, we used a point system for ranking the participants
based on their responses for security related questions. The
point system we used can be found in Appendix C. We also
took into consideration the demographic information of each
participant, such as the level of education and primary occu-
pation. We divided respondents into three categories using
this point system: limited security knowledge, medium secu-
rity knowledge, and good security knowledge. This served the
purpose of evaluating the impact of security acumen on users
reading privacy policies.

Behavior Towards Privacy Policies: We asked a series
of questions to understand the general behavior of users
towards privacy policies, as well as, what motivates end
users to either read or ignore such policies. After we learned
about the participants’ general security and privacy percep-
tions, we explicitly asked them about their attitude towards
privacy policies. Furthermore, we divided participants into
two categories according to their answers to the following
question: Have you ever read or tried to read any website’s
or application’s privacy policy?Most mobile applications do
not have their own built-in interface for viewing the privacy
policy interface and therefore, rely on links that forward users
to external websites that contain the relevant information.
As such, we collected additional information to understand
the type of device users prefer for reading privacy policies.

Opt-Out Services: We asked participants about their atti-
tudes towards opt-out services. We began by defining opt-out
services and how they are used. An opt-out service is a service
that gives consumers the ability to opt-out of sharing cer-
tain private information with a given website or application
provider. We then assessed the attitudes of our participants
towards such services and their understanding of their rights
to opt out of sharing their data. In addition, we asked about
their experiences with such opt-out services, if they had any,
and the ease of locating the necessary information and being
able to successfully request opt outs. We also asked partici-
pants for their perceptions on the necessity of having opt-outs
for services that collect user data and the need to include
such information within privacy policies. Finally, we asked
the respondents if the presence of an opt-out service made
them feel more in control of their shared data.

Perspective on Privacy Policy Content:We asked partici-
pants different questions to assess their ability to comprehend
privacy policies. We presented the participants with passages
from privacy policies of popular services, including Face-
book, Google, Amazon, and Uber.We then tested their under-
standing of the information presented in each privacy policy
and asked them whether readability was a motivating factor
for users to read privacy policies. In addition, we collected the
respondents’ perspectives on the kind of information services
collect based on their privacy policies and whether that was
necessary. For example, we asked them questions about com-
monly known data usage practices by service providers, such
as ‘‘If you are using any applications by Google, do you know
that Google stores all your information provided, like oper-
ating system, mobile network information, including carrier
name and phone number, IP address, crash reports, system
activities, date, time, etc?’’We also asked them questions that
disclose largely unknown information by the common end
user about their data usage, such as ‘‘Do you know that Face-
book, Instagram, and WhatsApp track your device signals to
collect information about other devices surrounding you?’’
We also asked the participants if they were willing to turn
down the service if they felt the privacy policy was invasive.

Behavior Change Questions In addition to finding out
if users knew about the information included in privacy
policies, we looked for passages that made users become
concerned with the content included in them. We also asked
respondents to compare their behavior towards privacy poli-
cies over the past five years and if taking the survey changed
their attitude and why. We took into consideration the rapid
increase in processing and sharing of private data online. Fur-
thermore, since reading the policy is hard to track and enforce,
unlike other security and privacy-related behaviors, we tested
other triggers. We considered the effect of cyber-attacks on
reading the policy in comparison to other behaviors. Finally,
we gauged the willingness of our respondents to read privacy
policies after educating them about how to locate such poli-
cies, the content included in them, and the advantages and
disadvantages of not reading them. We also questioned them
about their willingness to give up a service if they ever felt
uncomfortable with the stated privacy policy.

Privacy Policy InterfaceQuestionsWeasked participants
about their perceptions on the interface and the link placement
of the privacy policy. To understand the impact of the inter-
face on users reading the policy, we presented participants
with five privacy policy designs that ranged from simple plain
text interfaces to summary videos. We then asked them ques-
tions about the user friendliness of each interface and which
one they would consider using.We also asked the participants
open-ended questions about their expectations and prefer-
ences for privacy policy interfaces. Similarly, we asked them
questions to understand if the placement of the privacy policy
link on websites and mobile applications had any impact on
the consumers reading it. We presented participants with a
range of options including adding a privacy policy link to
the bottom of a webpage as a footer, checkout pages, mobile
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app stores before download, and popups. We also asked the
participants open-ended questions about their preferences for
privacy policy link placement.

D. QUALITATIVE ANALYSIS
We used participant answers to extract user characteristics.
Wemanaged to extract the following characteristics: 1) Back-
ground security knowledge, 2) Pro-activeness towards secu-
rity and privacy, and 3) Online presence. To achieve this,
we first tested the relationship between these characteristics
and demographics. Then we found how each one relates to
the interaction and perception of the privacy policy. We used
Chi-square association tests for achieving this. Furthermore,
we divided the participants of our survey into personas. Each
persona represented a type of user with certain experiences,
behaviors, and expectations. We used statistical correlation
to link the most related demographic and behavioral answers.
We then used these answers as input into aK-means algorithm
to produce different categories of users. We then divided the
answers into an experience map that allowed us to extract
different pain points.

E. LIMITATIONS
Even though studies have shown that Mechanical Turk work-
ers are demographically diverse [56], [57], such workers
have been reported to be technically savvy compared to the
broader population [60]. In addition, other work has discussed
Mechanical Turk workers being more privacy aware com-
pared to the overall population [62]. Therefore, data from
such respondents may not be generalizeable to the broader
population of users. Our study is limited to US participants.
As such, it does not reflect the behavior of residents from
other countries that are subject to different privacy laws.
For example, European populations that live in countries
that enforce the General Data Protection Regulation (GDPR)
may have different perceptions on privacy policies relative
to US-based participants. Similar to other surveys, our data
relies on self-reports and remembrance. For instance, some
questions required users to recall past experiences such as
cyber-attacks and past behavior on reading privacy policies.
Therefore, it is possible that users may not remember such
past experiences correctly. Finally, our data depends on the
willingness of participants to share their perspectives and
behaviors towards privacy policies. Although these limita-
tions may affect our data, we believe that our study represents
a step forward in understanding the general behaviors and
attitudes of people towards reading privacy policies.

IV. PARTICIPANTS
In total, we received responses from 655 participants who
completed the survey. After filtering out participants who
did not pass the attention-check questions (n = 94), only
561 valid responses were used for the analysis. Within this
sample, 56.0% identified themselves as male, 42.8% as
female, 0.7% as non-binary/third gender, and the remaining
not specified. 73.8% of the participants were between the

TABLE 1. Demographic information of the survey participants (n = 561).

ages of 25 to 44. In addition, 52.6% of the participants had
a level of education equivalent to a bachelor’s degree or
higher. In terms of occupation, our participants had diverse
professions. For instance, 100 of our participants were in
the computing industry, another 108 participants were in the
business/financial industry. We also had 5 participants with
backgrounds in legal. Table 1 summarizes the demographic
details of our participants, including their education level,
occupation, and security expertise.

A. PARTICIPANT CHARACTERISTICS
In this section, we discuss the different characteristics of
our participants, including their general understanding and
behavior towards security and privacy.
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Background and Security Knowledge. The first crite-
ria we used for describing our participants relates to their
security background. To this end, we presented participants
with several questions designed to assess our participants’
experience in working with information security, as well as,
questions that test their knowledge about general security
concepts. We determined that 42% of our participants could
not identify what we considered to be strong passwords. Such
information allowed us to further classify our participants
into three groups: i) Security professionals, with 22% of the
survey participants having experience working in the field of
information security. ii) Intermediate, this corresponds to the
set of participants that have an adequate security knowledge
base, but have no direct experience working in the field. This
category represents 19% of our participants. iii) The normal
user, most users fall into this category. Such participants
have some to no background in basic information security
concepts like identifying a strong password and correlate to
the majority of participants at 61%.

Pro-Activeness Towards Security and Privacy. For this
category, we identified proactive users, who actively try to
protect their security and strive to maintain their privacy by
utilizing various security features, such as two-factor authen-
tication, password managers, and sharing less private data
through opt-outs and private browsing. We found that most
users could be broadly categorized into the following types;
i) The proactive user. This category encompasses the set
of users who actively try to protect their privacy by taking
action whenever necessary. Such users are inclined to take
action even if it costs them giving up the service. ii) The
normal user. This category represents the average user who is
characterized by accepting some compromises in privacy in
return for enjoying online services. Also, these usersmay care
about their privacy, but sometimes don’t always know how to
protect it. iii) The careless user. This correlates to the user
who does not care about what a given service may collect.
Such users generally do not let privacy violations by service
providers stop them from using a given service.

Online Presence. We studied the online presence and
habits of our participants by collecting information about
the time they spend online, the types of services they use,
and the types of data they share with other users. We also
asked them about the privacy settings of their social media
accounts if they were private, public, or mixed. We found
that users could be classified into i) The ghost. This type
of user is characterized by having minimal online presence.
In addition, such users are generally not interested in sharing
their data or identity while online. ii) The normal user. Unlike
the ghost user, normal users have qualities that correspond
to the average online consumer. They enjoy common online
services. They also indulge into social media in order to
communicate with others. iii) The heavy user. This user is
marked by having a heavy online presence. They typically
encroach onto any service they come across and actively share
personal information online on a regular basis.

FIGURE 1. The completion degree of reading privacy policies as a
function of how frequently users read policies when signing up for new
services (n = 561).

Overall, we found that 60% of our participants spend 4 to
10 hours online every day. On the other hand, 31% of our
participants tended to spend beyond 10 hours being active
only. We also found that this group tended to engage in
services that span social networking, entertainment, retail,
banking, and back up and sync as being the most commonly
used. In addition to the time our users spend online and the
types of services they used, we asked our participants about
their data sharing habits. We found that social media posts,
photo sharing, and video sharing of themselves were the
most common types of data shared. Disclosing geographical
locations, on the other hand, was the least common form of
data shared.

V. BEHAVIORS AND PERCEPTIONS
A. READING THE PRIVACY POLICY
Figure 1 summarizes the privacy policy reading habits of
our surveyed participants in terms of frequency (occasional,
always, and never). We show the set of users who occasion-
ally read privacy policies, those who always read policies, and
the participants who never read privacy policies. In addition
to the aforementioned frequency information, we provide
a breakdown the users based on the degree of completion.
In other words, we further divide users based on whether
they have completed reading the privacy policies of their
services or not. We observe that a total of 435 participants
(77%) had a positive attitude towards privacy policies by
either reading or having attempted to read a privacy policy
at least once. We found that the majority of users tended to
occasionally read privacy policies. On the other hand, 23.4%
of our participants have fully read the policy at least once,
whereas, 31.9% of the participants claimed to have partially
read a privacy policy at least once. We observe a slightly
different trend for participants who read every privacy policy
when signing up for a service (always read privacy policies).
We found that 15.5% of the participants completely read
privacy policies and a mere 6.7% of the participants exhibited
partial reading behavior (read every privacy policy during
sign up, but never complete it). Finally, we find that 22.5%
of our participants never attempted to read a privacy policy.
This corresponds to 126 of the participants who have never
tried reading a policy.
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FIGURE 2. The frequency of participants checking for privacy policies
updates over time (n = 435).

1) READING BEHAVIOR OVER TIME
To better understand the reading habits of our users towards
reading privacy policies, we examined the reading behavior
of our participants over time by asking them how often do
they check for updates made to the privacy policy. In order
to gain this insight, we focused on participants who have
either read or tried to read any privacy policy (n = 435).
This information is summarized in Figure 2. On average,
we observe an increasing trend over time in terms of how
often users check for updates to privacy policies. Overall,
we observe that the fraction of participants who voluntarily
check for updates is well below 10% even when considering
different time periods that range from monthly to yearly.
We find that only 5.5% of the participants check for privacy
policy updates on a monthly basis. A slightly higher fraction
of our participants check for updates made to the privacy
policies associated with their services. We find that 8.7% of
our users check for updates twice a year. On the other hand,
we find that only 6.7% of the participants bother to review
any updates on a yearly basis. Our data shows that the vast
majority of our participants (44.6%) wait for notifications to
be issued by the service providers. The remainder of the sur-
veyed participants simply never check for updates, suggesting
that most users who intend to read a given policy never follow
through. In addition, our results show that notifying users
of privacy policy updates is more effective when providers
use multiple methods including email followed by pop-ups
while using the service. Issuing multiple reminders to users
using different mechanisms is the best way for making sure
consumers are informed about updates to the services they
use.

2) IMPACT OF SECURITY KNOWLEDGE
We explored the impact of security knowledge on reading
behavior amongst our participants. In order to gain this
insight, we developed a point system that allowed us to
classify users into one of the following categories: lim-
ited security knowledge (32 participants), medium security
knowledge (416 participants), and good security knowledge
(113 participants). This was presented to our participants as
a series of questions designed to gauge their familiarity with
concepts such as two factor authentication, the competence
to distinguish between weak and strong passwords, and the
ability to encrypt computer files. The full list of questions

FIGURE 3. Distribution of participants according to security knowledge
and the impact of security knowledge on reading privacy policies.

that we asked our participants can be found in Table 8 in
Appendix C.

Figure 3 summarizes the results of our security knowledge
experiment and its impact on the privacy policy behavior.
Overall, we observe an upward trend in terms of reading the
privacy policy as a function of security knowledge. In other
words, the more knowledgeable participants were about secu-
rity, the more likely they were to read a given privacy policy
during service sign up. For instance, amongst the group of
participants who had limited security knowledge, 59.4% of
them have read a privacy policy either partially or completely.
However, amongst the group of participants who hadmedium
knowledge, the fraction of users who read a privacy policy
increased to 75%. This percentage increased to 92% for the
group that consisted of participants who had good security
knowledge. Finally, this data underscores the importance of
educating online users on security.

3) INFORMATION SHARING AND READING BEHAVIOR
We analyzed the relationship between our participants
sharing their information online and how that compared to
the privacy policy reading behavior. Similar to the security
knowledge experiment, we created a point system designed
to infer the amount of data users share while using online ser-
vices. This allowed us to classify users into the following cat-
egories: limited sharing (190 participants), medium sharing
(331 participants), and excessive sharing (40 participants).
This was presented to our participants as a series of questions
about the types of services our participants use and the type
of data they share. The full list of questions that we asked our
participants can be found in Table 7 in Appendix C.

Figure 4 summarizes the results of our information shar-
ing experiment and its impact on the privacy policy behav-
ior. Contrary to our expectations, we did not observe an
increasing trend where participants who shared more data
were more likely to read the privacy policy. Overall, unlike
what we observed for security knowledge, our results show
that there is little difference across all three categories in
terms of reading behavior irrespective of the amount of data
shared. For instance, we found that 72.6% of the partici-
pants in the limited sharing category read the privacy pol-
icy. This trend increased to 80.4% for the medium group.
Finally, we observed a slight decrease for the excessive data
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FIGURE 4. Distribution of participants according to online data sharing
practices and the impact of such practices on reading privacy policies.

sharing category relative the aforementioned medium group.
We found that 77.5% of the participants read the privacy
policy.We also note thatmost of our participants share limited
to medium amounts of information online.

4) PRIVACY POLICY CONTENT
Furthermore, we investigated the behavior of our participants
with respect to the content they examine within privacy poli-
cies. We find that for the group of participants who had
experience in reading privacy policies (n = 435), highlighted
sections and titles were considered to be important. They also
mentioned that segments that discussed information usage
by third parties, how data is shared, and details related to
opt-out were of interest to participants. Our data shows that
a relatively small portion of our participants (22.5%) con-
sider information included in the entire privacy policy to be
important. About 51% of the surveyed participants focused
on segments of the policy that described how data was used by
third party vendors. Similarly, users showed interest in read-
ing information related to opt-outs with 43.4% of surveyed
participants falling into this category. Users who typically
focus on highlighted parts of the privacy policy and the type
of information collected represented 48.5% and 49.7% of
our users, respectively. For example, one of our participants
shared the following in response to our survey: ‘‘I skim it
very fast looking for specific keywords.’’ A breakdown of
the content users typically examine when reading privacy
policies is summarized in Table 2.

B. USER PERCEPTIONS ON PRIVACY POLICIES
In this study, we examine the perception of our participants
with respect to the necessity of online providers furnishing
privacy policies for their associated services. We also con-
sider the perception of users on the necessity of reading the
provided policies and how helpful they find such content
with respect to preserving their privacy. A summary of these
findings is shown in Figure 5.

1) NECESSITY OF PRIVACY POLICIES
Overall, we find that the vast majority of our participants feel
that service providers must supply privacy policies for their
consumers. This correlates to more than 96% of the surveyed
participants agreeing to the necessity of providing policies.

TABLE 2. Breakdown of the content users examine when reading a
privacy policy.

FIGURE 5. The perception of users towards the need for service providers
to supply privacy policies and the perceptions on the need for users to
read the furnished policies (n = 561).

Similarly, we find that 87% of our participants feel that it
is necessary for consumers to read privacy policies prior to
signing up for a given service. However, a small fraction of
our consumers (13%) thought that it was unnecessary to go
through such information. As such, they disagreed with the
necessity of reading privacy policies. This is likely due to the
fact that such users are of the opinion that service providers
will utilize their data irrespective of what the policy states.
Furthermore, this group of participants is mostly skewed
towards users who are not willing to give up the services they
use in return for better privacy.

2) USEFULNESS OF PRIVACY POLICIES
We investigated whether participants believed that policies
were helpful for them. To answer this question, we posed this
question to the fraction of participants who had prior expe-
rience in reading privacy policies. Therefore, the findings of
this portion of the study are based on a sample of 435 par-
ticipants (n = 435). In general, we find that over 8% of
the total number of participants thought that privacy policies
were not helpful in preserving some privacy. Further analy-
sis of this data revealed that this figure stems from various
negative experiences that our participants encountered while
reading privacy policies. For instance, 52% of the participants
in this group claimed to have interacted with complex and
user unfriendly interfaces that made them lose trust in how
the respective service providers would handle their data.
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This trend is exacerbated by the amount of time users are
willing to dedicate towards reading privacy policy content.
We believe that havingwell organized policies with important
information clearly outlined would go a long way in service
providers gaining the trust of their consumers and providing
them with an easy way to find the information that they
need. We believe this would also encourage more consumers
to read the privacy policy. For instance, some participants
expressed that even having larger text with well-organized
links that provide more detail would improve the overall user
experience. Examples from our participants include ‘‘Bigger
text, better organization, videos, links to different sections of
the privacy policy.’’ and ‘‘I would increase the font size since
the font is small a lot of the time. I would make sure topics
are bolded and that people can quickly click on links to get to
relevant information.’’

3) IMPORTANCE OF MEDIUM
In terms of the preferred medium for users reading pri-
vacy policies, we found that our participants favored reading
web-based policies on standard computer systems over hand-
held devices such as smartphones and tablets. For instance,
38.4% of our participants read policies using desktop and
laptop systems, whereas only 4.6% of our users opted for
hand held devices. Although our participants showed more
interest in reviewing policies on standard computer systems,
we found that most users (57%)were open to using both kinds
of systems (desktops, laptops, smartphones, and tablets). This
data also correlates to our participants’ perceptions on which
policy types are more important for maintaining privacy.
We found that the majority of our participants (78.2%) felt
that reviewing privacy policies that were geared for both types
of systems were important in order to maintain good privacy.
On the other hand, 15.4% of our users thought that web-based
policies tailored for standard systems (desktops and laptops)
were more important, while the remaining 6.4% of our users
felt that reviewing the policies of mobile apps that are geared
for smartphones and tablets were more important. Given the
aforementioned findings, we believe it is important to con-
sider design improvements for privacy policies across both
kinds of devices. For example, integrating privacy policies
into mobile apps that don’t require using an external link that
requires a browser would improve the overall user experience
and facilitate better navigation for mobile users.

4) OPT-OUT SERVICES
A general knob that users have available for reclaiming some
of their privacy lies in the use of opt-out services. In order
to infer the perception of users towards opt-out services,
we presented our participants with a general definition of
what such services mean. Once our surveyed participants
read the following definition, ‘‘An opt-out service lets users
know that they have the right to opt out of sharing certain
private information on a website or application, and also
have a clear and easy to follow method for actually opt-
ing out.’’, we proceeded to analyzing their behavior towards

TABLE 3. The perception of users towards opt-out services (n = 561).

this service. Table 3 includes a breakdown of the various
perceptions users had about opt-out services.

Overall, we found that 64.7% of our participants had
knowledge about the inclusion of opt-outs within privacy
policies. On the other hand, the remaining 35.3% of partic-
ipants had no knowledge about this. In general, we found
that 63.6% of our participants used opt-out services. This
underscores the fact that a good number of our users care
about their privacy. In addition, many users (86.3%) felt that
having the ability to opt-out of a given servicewas a necessary
feature that must be available with every service. We also
observe that the presence of opt-out services generally had
a positive impact on participants using a given service. For
instance, 89.7% of our participants felt more in control of
their privacy when using services that had opt-out services
available. While these findings do show that opt-out ser-
vices are being leveraged by most users, many users (35.3%)
are still unfamiliar with such services. This underscores the
necessity of having campaigns that can educate more con-
sumers about the availability of such services.

C. COMPREHENSION OF PRIVACY POLICIES
In this section, we explore the accessibility of privacy poli-
cies to our participants in terms of comprehension. For this
purpose, we assess the ability of our participants to under-
stand passages from real privacy policies and the different
challenges they faced. We found that 89% of the participants
who reported having experience with reading privacy policies
encountered some difficulty in understanding the content
of such policies. For example, although only 18.4% of our
participants considered the presented privacy policy to be
difficult to understand, 55% of the surveyed users answered
incorrectly when asked to interpret what the passage actu-
ally meant. The passage from the privacy policy included
terms such as IP address, Cookies, Flash Cookies, Operating
System, Mouse overs, and JavaScript. Figure 6 summarizes
the participants’ unfamiliarity with the aforementioned terms.
With regards to the degree of difficulty experienced by our
users, we observed that 21.9% of the participants mentioned
that the policy was easy to read, 59.7% reported the passage
being somewhat difficult to read, while the remaining 18.4%
declared the passage as being difficult to read. Surprisingly,
we observed that participants who had a legal background
were least likely to answer correctly in contrast to participants
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FIGURE 6. Summary of privacy policy terms that participants were
unfamiliar with (n = 561).

with a computer or business background, followed by partic-
ipants who either administrators and journalists.

In addition, we asked the participants about the terms they
were unfamiliar with. We determined that more than 68%
of the participants were not familiar with at-least one term.
Only 31.6% of the users were familiar with all the terms
mentioned. In addition to the aforementioned, we collected
various reactions of users to the presented passages. For
example, one of the participants felt that privacy policies are
designed to be intentionally vague, ‘‘The main issue is the
language used in privacy policies. It’s often a lot of legal
jargon that is intentionally vague.’’. Similarly, another par-
ticipant mentioned ‘‘Sometimes the wording is so broad it is
hard to tell what they are actually doing.’’ Other participants
commented on the need for easier to understand policies by
sharing comments, such as ‘‘The terms used in the privacy
policies text should be more easy to understand and also
very brief and concise so people just don’t lose interest when
seeing those wall of texts.’’ and ‘‘I would make the information
bulleted. I would make the font larger so you are not trying
to read such small print. I would use words that are easily
understood by the general population’’.

Furthermore, our data consists of five users who are in the
legal field. Surprisingly, from this group, only one partici-
pant has completely read the privacy policy. Two participants
attempted to read, but didn’t finish. The other two participants
have never read any privacy policy. This shows that even
people who work in the legal field are not reading the privacy
policy. This underscores that importance of educating users
on the need to read the privacy policy. It also highlights the
importance of service providers ensuring that their privacy
policies are easy to understand in order to not discourage
users from reading them.

D. DATA COLLECTION AND USAGE
We evaluated our participants’ perspective on the data col-
lection and usage practices associated with service providers.
We also asked our participants about the various actions they
take as a result of such practices as a way of preserving some
of their privacy. Overall, we found that more than 86% of
our participants expressed concern about such data collec-
tion and usage practices which in turn prompted them to
take various steps in order to restrict service providers from
accessing their data. A summary of the different concerns
that were raised by our participants is shown in Figure 7.

FIGURE 7. Summary of the concerns behind users limiting service
provider’s access to their data.

For instance, most users (28%)were concerned about the type
of data that was being collected by service providers. On the
other hand, 24.9% of the participants were concerned with
the way the collected data was being used instead. Another
concern that users reported which prompted action is related
to the ambiguity of how the collected data is consumed by
service providers. Approximately 17.8% reported the afore-
mentioned as a concern. Other concerns that prompted action
on the participants’ behalf, include the quality of the service
(15.5%). This is because users felt that limiting the data
shared with service providers would not impact the overall
service. Other participants (12.8%) felt that the data collected
by providers was unnecessary for the kind of service they
offered.

In addition to concerns about data collection and usage
practice, we captured their reaction to data commonly col-
lected by major service providers such as Google, Amazon,
and Facebook. To achieve this, we presented our participants
with passages of different privacy policies that we labeled
as Google, Amazon, Facebook – Device Signals, and Face-
book – Information. The different samples that were used for
the aforementioned labels are listed below:

• Google: The following passage shows how Google
stores information about the user including, the oper-
ating system type, mobile network information includ-
ing carrier name and phone number, IP address, crash
reports, system activities, date, time etc. More specifi-
cally, users were presented with the following passage:
‘‘The information we collect includes unique identifiers,
browser type and settings, device type and settings,
operating system, mobile network information includ-
ing carrier name and phone number, and application
version number. We also collect information about the
interaction of your apps, browsers, and devices with
our services, including IP address, crash reports, system
activity, and the date, time, and referrer URL of your
request’’ [63].

• Amazon: The following passage shows how Amazon
stores personal information that includes email, pass-
words, credit card information, social security num-
bers, driver’s license etc. More specifically, users were
presented with the following passage: ‘‘Examples of
Information Collected, Information You Give Us: You
provide most such information when you search, buy,
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post, participate in a contest or questionnaire, or com-
municate with customer service. For example, you pro-
vide information when you search for a product: place
an order through Amazon.com or one of our third-party
sellers; provide information in Your Account (and you
might havemore than one if you have usedmore than one
e-mail address when shopping with us) or you profile;
communicate with us by phone, e-mail, or otherwise;
complete a questionnaire or a contest entry form; use
our service such as Amazon Instant Video; compile
Wish List or other gist registries; participate in discus-
sion Boards or other community features; provide and
rate Reviews; and employ Product Availability Alerts,
such as Available to Order Notifications. As a result of
those actions, you might supply us with such informa-
tion as your name. address and phone number; credit
card information; people to whom purchases have been
shipped, including addresses and phone number; people
(with addresses and phone numbers) listed in 1-Click
settings; e-mail addresses of your friends and other
people; content of reviews and e-mails to us; personal
description and photograph in Your Profile; and finan-
cial information, including Social Security and driver’s
license number’’ [64].

• Facebook – Signals: The following passage illustrates
how Facebook examines the signals surrounding the
device to infer additional information about their users
and the various systems they possess. This policy spans
multiple services that Facebook offers including Insta-
gram and WhatsApp. Our participants were presented
with the following passage: ‘‘Device signals: Bluetooth
signals, information about nearby Wi-Fi access points,
beacons and mobile phone masts’’ [65].

• Facebook – Information: Similar to Facebook’s policy
on signals, the following reflects Facebook’s approach
to collecting user information spanning services that
include Facebook, Instagram, andWhatsApp. Their pol-
icy states that even in cases when your account, informa-
tion about the user will still be retained. For example,
if you delete your account, Facebook will claim that
it will retain your conversation history because such
conversations involve other users who did not delete
their accounts. The following is a sample of what Face-
book shares with its users: [65] ‘‘Things others do and
information they provide about you. We also receive
and analyse content, communications and information
that other people provide when they use our Products.
This can include information about you, such as when
others share or comment on a photo of you, send a
message to you or upload, sync or import your contact
information’’ [65].

Figure 8 summarizes the perception of our participants
towards the data collection of major service providers, such
as Google, Amazon, and Facebook. Overall, we found our
participants to be aware of data collection practices insti-
tuted by service providers or at least have heard about such

FIGURE 8. The perception of users towards the data collection practices
of major service providers.

behavior. For instance, more than 80% of our participants
were familiar with information, such as system activities, car-
rier names, and phone number information being collected,
as practiced by Google. Similarly, the majority of our partici-
pants, although slightly less than before seemed to be familiar
with information, such as names, credit card numbers, social
security numbers, and driver’s licence information, as col-
lected by Amazon. For instance, 69.2% of our participants
reported to be familiar with the aforementioned type of data
being collected. On the other hand, participants were less
familiar with the type of information Facebook collected. For
instance, only 57.9% of our participants acknowledged being
acquainted with information, such as conversation histories
being retained even after account deletion as previously out-
lined in the ‘‘Facebook – Information’’ passage. The number
of participants who claimed to be familiar with signal data
being collected (‘‘Facebook – Signals’’) dropped to 41.4%.

In addition, our participants shared their perspective on
the necessity of providers to collect the aforementioned
data. Overall, we found that participants seemed to be
more understanding of why data, such as that collected by
Google and Amazon. On the other hand, the participants
felt differently about the type of data collected by Face-
book. We observed that the majority of the users were under
the impression that collecting such data was unnecessary.
More specifically, only 38% of our participants felt that
data collected by Google was unjustified. However, this
trend worsened for the type of data collected by the other
service providers with the collection of signal information
being the least popular. We found that 53.3%, 69%, and
79.9% of our participants felt that data collected by Amazon,
Facebook – Information, and Facebook – Signals, respec-
tively, was unnecessary.

We also examined the concerns our participants shared
regarding such practices. Overall, we found that our partic-
ipants were the least concerned with the type of information
collected by Google. On the other hand, our participants were
the most concerned with the type of data Facebook collected
from its users (Facebook – signals and Facebook – Informa-
tion). More specifically, 44.4%, 53.3%, 55.1%, and 59.9%
of our participants were concerned with the type of data
collected by Google, Amazon, Facebook – Information, and
Facebook – Signals, respectively. In general, different users
had concerns over specific types of data. For instance, some

VOLUME 9, 2021 166477



D. Ibdah et al.: ‘‘Why Should I Read the Privacy Policy, I Just Need the Service’’

participants expressed concern over personal information,
such as photos and contacts being collected as stated here:
‘‘I think snapchat’s policy does or used to say that they have
the rights to any photos taken through the app, that they store
them and can use them how they want. It is overly difficult
to actually delete your account fully.’’ and ‘‘I’ve heard about
people using apps that have access to the user’s photos, that
state they can use their photos in their business however they
wish. This is very concerning. It’s also concerning to me how
some apps seem to require access to my photos and contacts,
and seemingly don’t need access to them.‘‘Other participants
were more concerned over signal information as expressed
by this participant, ‘‘I think network information including
mobile carriers and wifi access points, all details like that
is uniquely disturbing. I feel they could map out people’s
lives with that kind information in a degree of detail that
is disturbing.‘‘ The main concern that participants had over
signal information relates to the ability of service providers to
map out the geographical location of their consumers. On the
other hand, a number of our participants were concerned
about their data lingering in the cloud even after account
deletion, as stated by these participants, ‘‘I find it odd that my
info is saved even after I delete it.’’ and ‘‘I wonder if Facebook
really deletes the information, or just hides it?’’ Finally, the
aforementioned concerns emphasize the necessity of having
opt-outs which can allay some of these worries.

VI. POINTS OF INFLUENCE
In this section, we discuss different points of influence that
can either motivate or discourage users from reading privacy
policies. We also consider other contributing factors, such as
the service type, privacy policy content, design, in addition to
perceptions and attitudes, and how these can influence online
users.

A. MOTIVATORS FOR READING PRIVACY POLICIES
Our results show that different users are motivated by dif-
ferent reasons when it comes to reading privacy policies.
We determined that our participants were influenced by char-
acteristics that correlated to the following main categories:
the service, the privacy policy itself, and the type of user.
Table 4 lists the different characteristics associated with
each category and a breakdown of our surveyed popula-
tion and how they were motivated by such factors. Overall,
we observed that users were influenced mostly by character-
istics that belong to the service category. For instance, our
participants felt that characteristics such as the credibility
of the service (51.3%), the type of data collected (45.6%),
and the amount of data collected (42.1%), prompted users
to read privacy policies. Although, some of these factors,
as previously reported, tended to raise concerns amongst
our participants, it drew them more towards reading online
privacy policies. For instance, 51.3% of our participants were
driven to read the privacy policy whenever a service was
considered to be suspicious. On the other hand, we found that
the popularity of the service had significantly less impact on

TABLE 4. Summary of what motivates users to read the privacy
policy (n = 541).

users reading privacy policies. For instance, only 11.1% of
our participants were motivated by the popularity of services.

In addition, we found that characteristics related to the
privacy policy played a role in motivating users. More than
17.6% of our participants acknowledged that characteristics
that are associated with the privacy policy itself had some
influence on their reading behavior. We observed that the
readability of the policy had the most impact with 9.1% of
the participants falling into this category. Fewer participants
(5.2%) shared that the ease of finding the privacy policy was
a driver for reading the privacy policy. Only 3.4% of our
participants, on the other hand, felt that user friendliness had
an impact on them reading privacy policies. We also found
that other factors such as the amount of time the user spends
using a given service and recommendations made by other
users had some influence on participants reading privacy poli-
cies. For example, 4.9% of our participants were motivated
to read the privacy policies of services they used more often
(listed as ‘‘User habits’’ in Table 4). Similarly, 4.1% of our
participants felt motivated to read a given privacy policy if
someone recommended it based on a previous experience.

We also analyzed the participants’ behavior andmotivation
towards reading privacy policies after becoming a victim
of a cyber-attack. In our study, 32.4% of our participants
were victims of a previous cyber-attack. After analyzing the
responses of these participants we determined that 42.3%
of the affected participants started to read privacy policies
more often. Furthermore, we found that these participants
took additional steps beyond just reading privacy policies.
We observed a 62% increase in the number of participants
who changed their default account settings in response to a
cyber-attack. Furthermore, more than 57% of the affected
participants changed their perspective towards privacy poli-
cies after becoming a victim of a cyber-attack. A summary
of the impact of cyber-attacks on our participants is shown
in Table 5.
Furthermore, we analyzed our participants responses to

determine if there was any change in their privacy policy
reading behavior over the past five years. We found that
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TABLE 5. Cyber-attacks and their impact on users being more privacy
aware (n = 182).

40.3% of our participants are now reading privacy policies
more frequently compared to compared to five years ago.
In addition to being a victim of a cybersecurity attack, partici-
pants listed the following reasons for reading privacy policies
more: increased use of technology, concern about data mis-
use, hearing about security breaches and information leakage,
becoming more security aware through work and/or college,
and advised by others.

B. BLOCKERS FOR READING PRIVACY POLICIES
We examined factors that were considered to be deterrents
for reading privacy policies. In general, we found that the
majority of our participants did not trust service providers
having access to their data. More than 94% of our users
felt that sharing personal data with service providers would
negatively impact their privacy. Furthermore, we found that
for participants who have attempted reading privacy policies
in the past, readability was the main barrier. As previously
discussed in section V-C, privacy policies often use terms that
are unfamiliar to the average user, in addition to passages
that are written to be vague. The aforementioned factors
accounted for 30.5% of our participants. For example, one
of the participants mentioned ‘‘less text.. less legalize. less
tech (I understand it, but many don’t).’’ Furthermore, 34.4%
of our participants felt that the length of privacy policies
discouraged users from reading them. Most users are not
willing to dedicate time towards reading long polices that
are difficult to comprehend. Finally, 17.8% percent of our
participants felt that the content of such policies in addition
to being long, was also boring. This underscores the need
for service providers to present privacy policies that are more
engaging such as using comics and videos.

In the case of participants who have never read a privacy
policy, we found that their reluctance primarily stemmed
from the perception of helplessness and lack of control over
their data. Such users often had the perception that reading
the privacy policy was unnecessary because they had no say
on how their data would be consumed if they wanted to
use a given service. For example, one participant stated that
‘‘Companies will just do what they want anyways.’’ Other
participants felt that offering their data in return for using a
given service took an all or nothing approach. For example,
one of the participants mentioned the following: ‘‘If you

disagree you’re barred from the website.’’ Similarly, another
participant expressed the following: ‘‘I either accept, or do
not use the site, so it doesn’t matter.’’ Finally, we had some
participants who had a preconceived perception that privacy
policies were difficult to read. Among these participants was
a participant in the legal profession. This participant shared
that such documents tend to be difficult to understand which
is why they don’t read. Even though the participant had a
background in law, they stated the following: ‘‘I know it’s
difficult to read and understand the content, so I haven’t
read it.’’

We also analyzed our participants responses to determine if
there was any change in their privacy policy reading behavior
over the past five years.While the majority of our participants
(51.7%) reported that their reading behavior has not changed
over the past five years, we found that 8% of our participants
are now reading privacy policies less frequently. Most of the
participants who started to read privacy policies less often
started doing so as a result of the following main reasons:
the need to use the service anyway, lack of control over the
consumed data, and the fact that most people within their
circles use the same services. A relatively small fraction of
this group of participants mentioned other reasons, such as
not caring about privacy and that the collection of personal
information by providers is not harmful.

VII. USABILITY AND DESIGN IMPLICATIONS
In this section, we explore the usability of different pri-
vacy policy interfaces and their impact on consumers read-
ing privacy policies. We focused on interfaces that are used
by known service providers such as Zillow, Uber, Amazon,
Facebook, and Google. We considered interfaces that ranged
from the most basic interface to interfaces that involved the
use of videos. A summary of the interfaces we used in this
study along with their descriptions are shown in Table 6.
Furthermore, a visual sample of the different interfaces can
be found in Appendix A.

Overall, the majority of our participants (49%) found that
‘‘Interface 4’’ which belonged to Facebook, to be the most
user friendly. Users found having a side bar that listed the
different sections of the privacy policy coupled with a high
level overview of the company’s policy on the given section,
easy to use. The overview was designed to include links
to more detail through links. Therefore, users who wanted
to delve into more detail could do so by clicking on the
embedded links that would in turn take them to appropriate
pages. We found that although only 21.4% of our participants
have seen or used this interface before, more than 47% of our
participants were willing to read privacy policies using this
interface.

Another interface that had some acceptance amongst our
users was ‘‘Interface 5.’’ We found that 24.8% of our partici-
pants thought that ‘‘Interface 5’’ was user friendly. We also
observed that even though only 15.3% participants have
either seen or used this interface, more participants (21.4%)
were willing to read privacy policies through this interface.
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TABLE 6. A summary of the interfaces shared with the participants in order to collect their opinions on user friendliness and the likelihood of each
interface in convincing the participants in reading privacy policies.

Similar to ‘‘Interface 4’’, ‘‘Interface 5’’ used a side bar for list-
ing the different sections of the privacy policy. However, one
key difference is that ‘‘Interface 5’’ used a video to describe
the content to the user. Despite the overall friendliness of the
approach, we found that users generally preferred interfaces
that rely on a textual approach that readily included all of the
important information. However, some users felt that having
videos that describe complicated parts of the policy would be
useful. For instance, one of the participants stated, ‘‘1. Orga-
nized in clickable Left side list menu. 2. Have some graphic
videos in case of complex explanation. 3. Detail orientated
and has sub-menus. 4. Easy to understand 5. No loophole
Word or Sentences.’’ Overall, most users were content with
interfaces 4 and 5 as stated by the following participant,
‘‘I would make it more user friendly by making the UI
more interactive and more ‘‘friendly’’ looking, just like Inter-
faces 4 and 5.’’ Moreover, we found that some participants
suggested improvements that included having a webpage
for Frequently Asked Questions as stated by this participant
‘‘Interface 4 is user friendly. The addition of ‘‘Your privacy
controls’’ in interface 5 is useful. I want a FAQ’s page, where
users can find pertinent questions and answers.’’. Further-
more, some recommended having a chat section on privacy
policy pages for getting questions answered. Although ser-
vice providers may not be inclined to dedicate service agents
for this purpose, we believe the rapid advances in the field
of natural language processing within the recent years may
make this a reality in the near future.

Moreover, we found ‘‘Interface 3’’ and ‘‘Interface 2’’ to
be less popular amongst our participants. Only 13.2% and
10.3% of participants found ‘‘Interface 3’’ and ‘‘Interface 2’’,
respectively, to be user friendly. In the case of ‘‘Interface 3,’’
although 24.8% of our participants have either seen or used
this interface before, less participants (14.6%) were willing to
consider it for reading privacy policies. As for ‘‘Interface 2,’’
although more users were willing to consider this interface
for reading policies, this increase was less than 3%. Finally,
our participants found ‘‘Interface 1’’ to be the least appealing
for reading privacy policies. Although more than 31% of
our participants reported either seeing or having used such
interfaces, only 3.6%werewilling to consider reading privacy
policies using this interface. As such, it is not recommended
for service providers to rely on monolithic documents for
conveying important information that relates to privacy.

Finally, in addition to interfaces for reading privacy poli-
cies interfaces, we conducted an experiment where we
presented our participants with two styles for consenting
providers to use consumer data. On one hand, we presented
our participants with an interface that uses an explicit check-
box for consenting to having read the privacy policy and
accepting the terms. The other interface simply used the
statement ’’By clicking Sign Up, you agree to our terms, Data
Policy and Cookies Policy.’’ next to the ‘‘Submit’’ button.
We found that the majority of our participants preferred using
the first interface that required users to explicitly give their
consent. Over 80% of our participants favored the approach
of explicitly accepting the service provider’s terms and con-
senting them to using their data.

A. LOCATING PRIVACY POLICIES
In addition to exploring the user friendliness of different
privacy policy interfaces, we investigated our participants’
preference for locating the privacy policy of service providers
across standard websites and mobile apps.

Standard Websites. In terms of websites that are often
viewed using standard computer systems such as laptops
and desktops, our participants emphasized the importance
of making the link to the provider’s privacy policy visi-
ble to consumers. Overall, the majority of our participants
expressed interest in having a link to the privacy policy
placed depending on the type of the page being served to
the user and the kind of information being collected. For
instance, 74% of our participants indicated their preference
for having a link to the privacy policy always available at the
bottom of every page (footer of the page) as stated by this
participant, ‘‘My preference is always visible at the bottom of
every page.’’ In addition, a large number of our participants
(85.7%) indicated their preference to having a link to the pri-
vacy policy displayed on checkout pages that are associated
with online shopping, especially when payment information
is being exchanged. Furthermore, 67.7% of our participants
leaned towards having a banner or a prominently placed link
on pages that consume private data. For example, one of our
participants mentioned ‘‘I like it to be placed prominently
(such as in the main navigation) on sites that handle sensitive
information.’’

Mobile Applications. In the case of mobile applications,
we found that our participants preferred having the ability to
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locate the privacy policy on stores where the corresponding
app could be downloaded. More than 91% of our participants
preferred the option of including links to the privacy policy on
the App/Play store itself. For example, one of our participants
confirmed the aforementioned preference by saying ‘‘On the
Google Play store page would be best.’’ Another participant
mentioned ‘‘I think when downloading an app there should be
a privacy policy more front and center and visible.’’ Further-
more, we found that 84.3% of our participants preferred being
able to get to the service provider’s privacy policy through
different mechanisms that are integrated within the app. For
instance, this participant mentioned, ‘‘I prefer to have the
privacy policy in the settings where I know I can find it.’’
Finally, similar to the case of standard websites, more than
78% of our participants preferred having pop ups and sign
in requests with pertinent information related to the privacy
policy whenever private data is being consumed.

VIII. CONCLUSION
In this work, we examine the user attitudes and perceptions
towards privacy policies. We achieve this by conducting a
large scale survey consisting of 655 participants. We consider
various factors that serve as motivators and blockers. Our
study shows that 77% of our participants reported having
some experience in reading privacy policies with the vast
majority of the participants indicating that concerns about the
service provider is the main reason behind users attempting to
read such policies. We also determined that only 12% felt that
it was unnecessary to have privacy policies in the first place.
We also present participants with various privacy policies
from popular websites and capture their reactions towards
the sensitive data such service providers collect. Furthermore,
we assess the participants’ comprehension levels of privacy
policies and the impact technical jargon has on the readability
of such policies. Our study shows that comprehension pre-
sented amajor handicap in reading privacy policies.We found
that although a mere 18% of our participants reported having
some difficulty in understanding the privacy policy of pop-
ular websites, well over 50% did not understand the actual
content. Finally, we discuss the implication of using different
interfaces for conveying privacy policy content and out-opt
information. We found that over 75% of our users felt nega-
tively about the way privacy policies were designed and the
content they embodied with users citing the aforementioned
concerns as a serious source of apathy towards reading pri-
vacy policies.

APPENDIX A
INTERFACES
See Figures 9–13.

APPENDIX B
SURVEY QUESTIONS
Tell us about yourself.

1- How old are you?
2- What is your gender?

FIGURE 9. Interface 1: Basic design with headings. The privacy policy
only has headings, subheadings, and matter within [66].

FIGURE 10. Interface 2: Design with tabs and summaries. The privacy
policy has different tabs for different headings. Each subheading in a
given heading contains a summary [67].

3- What is the highest level of education you have com-
pleted?

4- Which of the following best describes your primary
occupation?

5- Do you have any experience working in the field of
cybersecurity?

Time spent online
6- On an average, howmany hours do you spend online per

day?
7- What online services do you use?
Behavior and understanding of cybersecurity.
General security behavior:
8- Do you use antivirus on any of your devices?
9- Which of these passwords do you prefer to use?
10- What is meant by the lock symbol next to google.com

in the figure below?
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FIGURE 11. Interface 3: Design with links to more information. Each
heading is listed at the beginning of the privacy policy. Clicking on a given
heading forwards the user to the relevant content. The content may also
have links to other relevant pages [64].

FIGURE 12. Interface 4: Design with headings in sidebar. Each heading is
listed in a side bar. Clicking on a given heading presents the user with the
relevant part of the privacy policy. The content may also have links
relevant pages that contain more detail [65].

FIGURE 13. Interface 5: Sidebar design with video description. Each
heading in privacy policy is listed in the sidebar that has a video that
describes the relevant content. Links are also included with the video that
can forward the user to other parts of the policy [63].

11- Do you use Two-Factor Authentication (2FA) for any
online services?

12- Do you use a Password-Manager?

13- Have you ever personally encrypted any of your files
to defend against malicious people?

Behavior towards social networks.
14- What is the privacy setting for most of your social

media accounts?
15- Have you ever changed the default privacy settings on

any of your accounts?
16-What kind of information do you share on social media

with other people?
Behavior towards online privacy policies.
17- Do you think it is necessary for online services provide

privacy policies?
18- Do you think reading privacy policies is necessary?
29- Would you be willing to read a privacy policy if you

had the option to selectively decline parts of it that you do
not agree with?

20- Have you ever read or tried to read any website’s or
application’s privacy policy?

If I have never read or tried to read privacy policy is chosen:
Go to Block 1

If I have read or tried to read the privacy policy is chosen:
Go to Block 2

BLOCK 1
21- What prevents you from reading the privacy policy?
22- The only way to obtain a service is to consent to

the complete privacy policy, Does that discourage you from
reading it?

BLOCK 2
**NOTE HERE: Question 23 is asked if the users have

tried reading the privacy policy but have not finished
reading.

23- Why haven’t you finished reading a privacy policy?
24- Do you try to read the privacy policy for every website

you sign up with?
25- How often do you check for updates in the privacy

policy after you have signed up?
26- In general, which of the following motivates you to

read the privacy policy?
27- What do you usually read in the privacy policy?
28- Do you think reading the privacy policy is helpful?
29- Do you think privacy policies are hard to

understand?
30- If the only way to obtain a service is to consent to

the complete privacy policy. Does that discourage you from
reading it?

31- Have you ever changed the default permission settings
a service provider has over your data after reading its privacy
policy?

32- If Yes (You changed the default permissions a service
provider is granted over your data after reading the privacy
policy), then Why?

Privacy policies on websites (desktop/laptop) and
phone applications (smart phone/tablet).

33- Where have you tried reading the privacy policy?
34- Which one is important in order to maintain your

privacy?
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**NOTE HERE: From question 33, If privacy pol-
icy through websites (Desktop/laptop) is chosen: Go to
Block 3

If privacy policy from mobile applications (Smart
phone/tablet) is chosen: Go to Block 4

If privacy policies on websites (Desktop/laptop) and
phone applications (Smart phone/tablet) is chosen: Go to
Block 5

BLOCK 3
35- Why do you only read the privacy policy on Desk-

top/laptop?
36- Did you know that mobile applications have privacy

policy?
37- If yes (If you know that mobile applications have

privacy policy), Why haven’t you read the privacy policy on
mobile application?

BLOCK 4
38- Why do you only read the privacy policy on mobile

applications (Smart phone/tablet)?
39- Do you know that privacy policy also exists for

web-based applications (Desktop/laptop)?
40- If yes (If you know that privacy policy also exists for

web-based applications (Desktop/laptop)), why haven’t you
tried reading the privacy policy on any web-based applica-
tions (Desktop/laptop)?

BLOCK 5
41- Which privacy policy is easier to find?
42- Which interface do you think is better?
43- Which privacy policy do you prefer to read the most?
Common question for all - An opt-out service lets users

know that they have the right to opt out of sharing certain
private information on a website or application, and also
have a clear and easy to follow method for actually opting
out.

44- Have you ever used any opt-out options?
45- Do you think opt-outs are necessary for the privacy

policy?
46- Do you know that opt-out information is present in the

privacy policy?
47- If yes (You know that opt-out information is present

in the privacy policy), what kind of opt-outs have you
used?

48- Does the presence of opt-out options make you feel
more comfortable and in control of your privacy?

BEHAVIORWITHIN PAST 5 YEARS
49- In the last 5 years how has your perception of reading

privacy policy changed?
50- If you read privacy policies more frequently now than

you have in the last five years, then why?
51- If you read privacy policies less frequently now than

you have in the last five years, then why?
CYBERSECURITY ATTACKS
52- Were you ever a victim of a cybersecurity attack (e.g.,

identity theft, stolen credentials, malware)?
**NOTE: If question 52 answer is no:Go toReadability

block

Since you answered ‘‘yes’’ to the above question (You
were a victim of a cybersecurity attack), please share us
with more details.

53- What kind of cybersecurity attack was it?
54- Did this experience affect your perspective and/or

behavior towards privacy policies?
55- Did you try reading the privacy policy after the attack?
56- Did you explicitly change any of your default settings

for the services before this attack?
57- Did you explicitly change any of your default settings

for the services after this attack?
READABILITY
58- What is the difficulty level of this paragraph based on

your own perception?
59- Which of the below terms were you not familiar with

before reading this paragraph?
60- Based on your understanding of the provided para-

graph, why do service providers collect information like
cookies, Flash cookies, session information, including page
response times, download errors, length of visits to certain
pages, page interaction information?

PERSPECTIVE
61- If you are using any applications by Google, do you

know that google stores information such as, operating sys-
tem, mobile network information including carrier name and
phone number, IP address, crash reports, system activities,
date, time etc.?

62- Do you think google collecting information such as
operating system, mobile network information including car-
rier name and phone number, IP address, crash reports, sys-
tem activities, date and time is necessary?

63- Are you concerned about your privacy now?
64- If you are using the amazon application, do you

know that amazon stores all of your provided information
like, email, password, credit card information, social security
number (SSN) and driver’s license?

65- Do you think collecting the above information (Email,
password, credit card information, SSN, driver’s license) by
amazon is necessary?

66- Are you concerned about your privacy now?
67- Do you know that Facebook, Instagram andWhatsApp

tracks your device’s signals to collect information about other
devices surrounding you?

68- Do you think collecting your device’s signal
information to determine other devices near you is
necessary?

69- Are you concerned about your privacy now?
70- Do you know that if you use Facebook, Instagram,

or WhatsApp and decide to delete your account, some infor-
mation will still be saved. For instance, when you delete your
account all the information about you including conversations
you had with others will be deleted. However, another per-
son who didn’t delete their account and has a conversation
history with you implies that you didn’t delete all of your
information from your account, as indicated by the passage
below?
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71- Do you think service providers retaining your infor-
mation through other users is necessary even after you have
deleted your account? 72- Are you concerned about your
privacy now?

73- Have you found any other questionable details in the
privacy policy? Please mention it.

PRIVACY POLICY LINK PLACEMENT
74- Do you think the location where the link to the privacy

policy is placed on a website or mobile app has an effect on
you reading the policy?

WEBSITES
75- From the figures below, Which sign up page will

motivate you to read the privacy policy?
76- Do you want the privacy policy link to be placed as a

footer at the bottom of every page in a given website?
77- Do you want the privacy policy link to be placed

on checkout pages for online shopping where personal data
including payment information is shared?

78- Do you want to have a banner or a pop-up page that
shows the privacy policy when any of my information has
been used?

79- Apart from the above, where do you prefer to have the
privacy policy link.

MOBILE APPLICATIONS
80- Do you want to have the privacy policy of all applica-

tions in the app/google play store available before download-
ing it?

81- Do you want to have the privacy policy in multiple
places within the application such as settings, about us, or any
other menu?

82- Do you want to have the privacy policy link on check
out pages, pop-ups, sign in and sign up pages?

83- Apart from the above, where do you prefer to have the
privacy policy.

DESIGN
84- Do you think the design of a privacy policy interface

impacts your willingness to read it?
85- Which interface from the above do you think is more

user friendly?
86-Which interface from the above are youwilling to read?
87- Which interfaces from the above have you seen or read

before?
88- Has your previous experience with a low-quality pri-

vacy policy interface in recent years prevented you from
reading privacy policies?

89- How would you improve the interface of privacy poli-
cies in order to make it more user friendly? (Optional)

SERVICE QUALITY VS PRIVACY
90- Do you think the amount of private information col-

lected by service providers is justified?
91- If No (the amount of private information collected by

the service providers is not justified), what have you done to
protect your privacy?

92- If a service is tracking your full online behaviour,
but in return gives you more personalized services based on
your search history, location, and interests, would you be

TABLE 7. Distribution of the point system established to analyze the
relationship between information sharing and reading privacy policies.

willing to give up this personalized experience to gain more
privacy?

93- Have you ever used Private Browsing mode (Incognito
for google chrome, private window for Firefox or Safari,
Browsing InPrivate for edge)?

94- Are you willing to give up custom search results
on google maps by using anonymous search to have more
privacy?
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TABLE 8. Distribution of the point system of the participants background and the security knowledge and practices.

VOLUME 9, 2021 166485



D. Ibdah et al.: ‘‘Why Should I Read the Privacy Policy, I Just Need the Service’’

ABOUT SURVEY
95- Are you now willing to read the privacy policy?
**NOTE: If the answer for the question 95 in no: Go to

not willing to read block
NOTWILLING TO READ
96- Would you be willing to read the privacy policy if it

was more user friendly and easier to read?
97- Would you read the privacy policy if it is mandatory to

read before you could sign up for a service?
98- Would you be willing to read a privacy policy if you

had the option to selectively decline parts of the it that you do
not agree with?

99- Now that you know about the risks associated with
privacy policies, why do you still prefer not to read them?
(Select all that apply)

APPENDIX C
TABLES
See Tables 7 and 8.
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