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Security is now crucial to all computing markets, 

especially with the advent of IoT
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• Password management

• Complexity due to different accounts having policies

• Software as a Service

• Personal device at workplace increasing security risks

• Secure key storage

• Increases complexity for low cost IoT devices
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Chip

Silicon Fingerprints

• Systematic outputs unique to device• Exploit randomness in silicon
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Aribiter PUF

• Arbiter PUF (Lee et al. VLSI’04)

• Signal traversing maze of cascaded switch 

blocks

SRAM PUF

• SRAM PUF (Guajardo et al. CHES’07)

• Power-on states of 6T SRAM cell

Ring Oscillator PUF

• Ring Oscillator PUF (Suh et al. DAC’07)

• Delay loops feeding oscillations into counters

Authenticache: No custom hardware

On-chip error correction logic in processor caches
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• System:

• BL860c-i4 Integrity Server from HP

• 2x 9560 Itanium II CPUs

• Prototype in System Firmware

• Thermal experiments through power virus

• Monte Carlo simulations

• Different cache sizes

• Different error maps and noise profiles
VR

Adapt Voltage

System Firmware (SMM)

Operating System

Vdd RequestSelf-test

Cache

Event Test

Voltage ControlError Handler

ECC     Cache Line

Authentication

Algorithm
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• Observe that correctable errors in caches can be used as silicon 

fingerprints

• Introduce a challenge-response design that can sustain large 

number of authentications (10 year lifetime)

• Demonstrate robustness of technique to noise (up to 142%)

• Realize a proof-of-concept to show system is practical

Conclusion
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Thank you!

Questions?
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